


2
funustnivinisaeuianed disuiniseuasuinned dr1dnasufaned Grunued 1)
71U 2 351
1. anduUARWIZEIMSUATLNLY

1.1 lasuusgygng ‘Vi?aLﬁaulﬁlmﬁ;miwﬁluwﬁﬂqmﬁwmmam%ﬁmﬁm N30
AAINTINANERTUNTR TWIBONINGINITABURIIADS INLIAERsSABNAIADS N1sIAnIsinAlulad
ansaume wialulafansaumeuasnsdeans ssuvasauWMARBNRIADS SEUvANsALNALiONTS
M3 wieluladrouiimes LarirmnssunauRmes

1.2 Liflaauawduinfnvumineduglodivsssundsy

2. Anwuznuiufda

2.1 Anwn FiasizviuazivuaguanvuzlanzaalnIsneniames Lazgunsali
\Rendos

2.2 fass qua thysine wasudlotiygmuieafuszuuiinu uasnsideugunsaives
\w3aenaufalmesszdu Client nﬂﬂszanﬂv'qm%‘amauﬁaLma's'a"auuﬂﬂa (PCuaz Allin One)
\A30smaNaLmDY Notebook UarAginWABNAILABBLY WU LATpsRuW uaziAdasalNuILes
\Jusiy

2.3 Wikugih Weuinwiumaiafeatunisudlalgmiwaznistestuilymena q
Aerfestunmsdrfiauazidoudaidissuuiniotisneufiininesves wazsEUUAITAUNARIG 9
YR INSY

2.4 AN AATILY DBNLUUKASHRILNSTULASAUNATEIEUSNNTNUADLTILADS

2.5 fasie Uszanuanuduglausnisminmbsnumeluamingde

2.6 UjURdug suilldsuseumng

F I I3 HHE I3 W I3 J0I 3 I FOE I3 I3 I3 I I H I IEH I I I HIE I I

aundaindvinisraunanasd disuiniseunsuianed drdnaouimed (Fruvdedi 2)
31U 1 9A5I
1. puguURlanIzd nTUAILALg

1.1 lﬁ%'u*u%nvmvnm‘%vﬁaLﬁaulé‘la\isﬁ"wn'hﬁlwé’nqm%wmmams’ﬂ’mﬂm %39 IAINTITU-
FansUiagia W3 enu3ea1 v IneIn1sAaNRImes Inemansrauiieas nissanswalulad
arsauna waluladarsauna waluladansaumanaznisdoans ssuvasaumAnauiames
ssuvasaunaionsianis weluladreufiames wazdmnssunoufiames

1.2 Lufiaomawiduinfnwuvninedoglavivsssunssy

2, a“nnngmﬁﬂﬁﬂﬁ
21 m‘;ﬁmﬁ’uuas’n\‘iLLN‘uL‘Ti\‘iﬂaqwé (Proactive Defense & Strategy)

2.1.1 m3uimstansanuidss (Risk Management)

2.1.2 a1susziiiugedluinasni1snadasulanyszuu (Vulnerability Assessment &
Penetration Testing - Pentesting)

2.1.3 avseanwuuaniUsunssumlnulaonfie (Security Architecture Design)
TruSnwuazeanuuusyuulfiininuuaendoswsiudu (Security by Design) wWu n3fvug
AN Firewall, IDS/IPS, Wagssuu Zero Trust

2.1.4 mMs¥an1sm3swasuutas (Change Managernent)



3
2.2 msﬂﬁﬂ’amsLLazmmﬁ’uﬂwaassUU (Operational Security & Monitoring)

221 nsidrsgiawarnisiiAsigvdennaty (Monitoring & Threat Analysis)
quagudufuinisainuuasadenicleiues (CSO0) wazquanisszuuiaiutayadsiasnia
ABNWILDS (Syslog System)

222 a1suimsianisiasesiieninuvaende (Security Tool Administration)
fiade fviuaen uazthgesnuiadeaiieduanuuasnsie Wy Anti-virus, Endpoint Detection and
Response (EDR), Data Loss Prevention (DLP) uagssuuuinnsannis identity Access Management
(IAM)

2.23 mstudumIuiulRnsRarszuuUfURnig, Wivines, uazgunsaiiaiete
Thimusiuntaenste (Hardening)

224 n15¥An15 Patch uay Update ns19dauuasAiiiun1sanse Patch
aulanade dmsussuuUfURnsuazTensLI e

2.3 msmauauawﬁaLW}ﬂ’]‘JﬂiLLasm‘szuv‘\l’ (Incident Response & Forensics)

2.3.1 N1sRBUauBIRamnnIsel (Incident Response) Fan1si3esununauauny
w1508 (Incident Response Plan) uazuwinislunisifiu (Recovery)

232 swnuLesinssindngiuadva faviissauiieldlunisuuusannsms
Usatuuazldidundngruniengmune

2.4 mslifrnuiuaznsuiuupeenasiaiiies (Education & Continuous Improvement)

2.4.1 nisAnausuatuAmuUasndy (Security Awareness Training) : ¥avinuag
siunsinausutikdyaansluaminende

2.4.2 mMsIduuariaul : Anvwazfisnuwuildudennaiy wavinalulagainy
Uaensitlmin ilenuuiuusanasmsveamivendy

2.4.3 N15R9I9d8ULALII8IU (Audit and Reporting) : 39¥1151891UANIUEAY
Uaondy Uszavsnmuasnasnistoaty wavaguivmmmsaifiinty

2.5 msqualsesmsduasastayadiuyana Lazngvanefifades (Legal Compliance)

2.5.1 Msmvgunsiifvloyaduynng

2,52 msitrsdanazmsyiiiuiisuam (Encryption and Anonymization)

2.53 msuimsiamsvansaieyatilva

2.5.4 MswvIsIBULarnsTuRn

FH I IEIE I I IEIEIIEIE I IEHIIEIEHIEHIIEIE I I I I H A HHHFH M I FH A

ALNUIUNIYIN1TABUN MBS H18USNITIUABURILADS d1UNABURILADS (FILNUA 3)
37U 1 96151

1. auduvRlanIzdIniu
1.1 lﬁ%’uﬂ%zycgm%'w%'aLﬁauléﬂﬁméﬁndﬁﬁlwﬁnqmﬁwmmamﬁ’mﬁm %30 IAINTIY
Arans-Uudn ludvennsaa1v13vnineIn1sANRIAeS INeIAIdNsABNRILABS N1SIANS
waluladansauna waluladaisaune ineluladaisaumeuaznsdeds ssuvaIsaUNA
ARLRIMBS SruuaTsauWAiien1sTan1s waluladneuiames wardmnssuneuiomes
1.2 Lilanunwidudn@nwavninedugluesssundse



2. Enwuzouitufla

2.1 QUa MNUKNY LazuIMIIANISITUUTBASBuEileu gunsallanvimyunsel szuulded-
am wazlassadiugiubindeuldon Urgesnwuasimunszuy LMS uazuaUndindu nanuay
FamsdonisiSeuiidiaieldlunsiFeunisasu Biuinmsuazatuayugaou-§idou uwiladgm
Amuneauranisfeus uasdnvivelulagmifesnsyfunsGeuiadvave amineds

2.2 3AS1EAIINABINTT DRNKUL waswaunszuulnausueaulal davinenarsivada
wazdenisdousliaonndostuuloviouninerds fane qua Sulanszuu danisansgldau
nsnaeuiiomania vaaeuszuvasu-Tana Aanuuarsieauadnisldau Wsuinsuesudly
Jgymiunfidreusuuazinens neusuuuziinisldau waswwuiunuiniabminnnmalulad
e-Learning / LMS \isnsyAuUsEANSAMueIEU

I I HH I HH I I I I M I H I H I NN

aundaindyinisaeuiawes (reufufinisustanana drinpauiamed) 310 2 dasn
1. ANANUAIRNIZEMSUALNYY
lasuqaivIygyns w%‘aLﬁaulmﬁﬁwndwﬁluwé’ﬂqmﬁwmmamsﬂ’mﬁﬁm %39 IAINTTY
Anansudin ludviendl Smuinisaeuiunes Inerdaniaeufiames nsdanismalulad
ansauna waluladarsaumeuazn1sdodns sEUUETAUARBNRIASS STUVANTAUWIARBNTS
Sams weluladreuiimes Smnssuneufinmes wasdmnssugeniuas Mnaotumsfinwd .
Suseq

2. Snwuzouufla
UfvRnulunsmuguguanisvhiureaa’ssresmanesseiudinesilddmiuns
U‘ismawa%’ayja"uamwﬁwmﬁa (Application Server, Database Server) muﬂ‘szmamﬁ‘ﬁ'aﬂda U
GRERNRHE mstidUsnwmeumedafortunmsusladymssuy mstestuilymsing q fiens
nnnmsvhausznanadeyaliundldszuu maysannsssuunuaniiaansoieusuiuld
pg14fUsEAVEA M wagUfuRaudy 9 auildFuieuning

F KA F NI HH I H I FH I I I NN KR KK HHH RN

AuMUaINITINIsAoUNIMDY  (HN18TATIEMLATHAINISSUY F11NABNNILABYT ) F1UIU 2 Bnsa

1. AuANUARWIZEINIUAILAUY

1.1 dusansanwrszauldginiiuananiveinisasuiunes inaluladansauwme
ennssugeniuag vieanniendes

1.2 ﬁﬁugwuﬁwumsﬁ’wm Web Application_anunsaldauniwilusunsusgnstaagig
wila 1y JavaScript, PHP, Python niamalulagdudilndides uasidhlamsvhauvesgpiudeyads
dunus (SQL) w3e

1.3 ﬁ‘ﬁvuﬁwmiﬁwm Mobile Application 8g1almagranils 1 Flutter, React
Native, Android (Kotlin/Java), i0S (Swift) anansaidausia AP wazdnmstayanielu Application &

wtalaseasne Ul/UX



2. Anwaruiuiua

2.1 WauazUsuuse Web Application 48aMi1847U QUagIuteyavedseuuu
uiladguniintudsulsauszansamiuleduaznsnasuanugniessasioya Tnslday
Framework LU Laravel, Django, Node.js %38 Frontend Framework 14U React / Vue 5audan1sld
U Git 58 Version Control %38

2.2 Wauazn§a5nwn Mobile Application ¥aavuIgy \ousio APl Uszauanu
AUNRALISEUU Web/Backend m533a8u wily USuusaussaniainnisvinaiuues Application
99NLUU Ul 9111 Material Design 5’3111’15\‘1 Deploy *ﬁu Play Store Wag App Store

2.3 favinenansmaiauuiaseilonly

2.4 UvRnudusumelulafasaunanuildiuueuvng

FHHIE I I I I I I HNHEI I H I HNH I NI KN KN



